Security Isn’t an
Afterthought

Building Trust from Day One
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Hi, I'm Kathy!

e VP of Customer Success at Flare

e PMP, CISSP

e Regional Municipality of York
o Project & Program Management
o IT, EMS, & Long Term Care
o Environmental Services
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ePCR for EMS

Obijective:
To replace paperbased patient care
records with electronic records.

Project Scope & Key Features:

e Selection and deployment of ePCR
software on mobile computers in
every ambulance across the region

e Integration with defibrillators and
other monitoring devices

e Real-time transmission of patient
data

e Sending data to participating
hospitals ahead of patient arrival

Security & Privacy Considerations:

e Ensuring secure remote connectivity,
including from remote and rural areas

e Protecting patient privacy digitally and
physically

e Mitigating the risk of mobile devices
being lost or left unattended in public
settings



EMR in Long -Term Care

Objective: Security & Privacy Considerations

The selection and implementation of a new e Data privacyand compliance (PHIPPA,

electronic medical record (EMR) system in a PIPEDA)

long-term care setting. e Limiting data access strictlyto
individuals in a resident's circle of care

Project Scope & Key Features: e Mitigating risks of unauthorized

viewing in physical surroundings

e Identifying and onboarding a suitable

EMR platform tailored for the needs of

long-term care facilities
e Installing fixed wall-mounted

computers in care areas, outfitting

medicine carts with mobile devices,

and distributing handheld devices to

clinical staff for real-time

documentation and access



Agenda

01BACKGROUND

Building trust while enabling digital
transformation in the public sector

02 WHEN DO WE DO SECURITY?

Embedding security in the project timeline

SETTING THE CULTURE

Shifting to a security first mindset

KEY TAKEAWAYS

Key takeaways and reflection
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Background



Why Security, Why Now?

e Governments and public institutions
are rapidly digitizing services

e C(itizens expect services to not only be
fast and accessible, but secure and
trustworthy

e Attackers are getting more
sophisticated
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How confident are you that your current digital projects are managing security
effectively?

0% 0% 0% (0)/9
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rust Begins with Security

SECURITY IS THE BEDROCK OF PUBLIC
TRUST

e Public trust hinges onperceived
safety

e Securityunderpins reliability and
transparency
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When do we do security?



What Happens When Security is Delayed?

This is a common reality: security often gets added after key design decisions have already been made.

IATION DEVELOPMENT I

TESTING

INCREASED COSTS AND DELAYS
Security debt can be costly and time
consuming

MISALIGNMENT WITH COMPLIANCE

Governance approvals are delayed causing
rework

UNDERMINED TRUST
Need to rebuild stakeholder trust in
outcomes



Active poll

When is security typically addressed in your projects?

During early planning

@ 0%

During design

@ 0%
. After design
Join at ® o
slido.com
Not sure

#3621864 o,


https://www.slido.com/support/gsi/how-to-change-the-design
https://chrome.google.com/webstore/detail/slido/dhhclfjehmpacimcdknijodpjpmppkii
https://www.sli.do/features-google-slides?payload=eyJwb2xsVXVpZCI6IjA0ZDQ5N2Y3LTgxOGQtNDVhZC1hZTk5LWU2MWRkZGUwOGY5MiIsInByZXNlbnRhdGlvbklkIjoiMVp0UUZIeEdyRXh3dDQ1UzVfZ2hOS1VTWG9yOTdvaDRja3BqNVhGUkltVDQiLCJzbGlkZUlkIjoiU0xJREVTX0FQSTE0NTM2ODA3N18wIiwidHlwZSI6IlNsaWRvUG9sbCIsInRpbWVsaW5lIjpbeyJzaG93UmVzdWx0cyI6dHJ1ZSwicG9sbFF1ZXN0aW9uVXVpZCI6ImJjODhhNTg2LTRkMDItNDc1Zi05MTc2LWJlMjc2NGE4YTkwMCJ9XX0%3D
https://www.sli.do/features-google-slides?interaction-type=TXVsdGlwbGVDaG9pY2U%3D

Secure from the Start

e Security/Privacy ByDesign B -
enefits of
e Design for compliancefrom the start Secu rity by
. ®
e Conductthreat modelling early before DeSIQ n

design phases <
Improved visibility

e Share responsibilitywith security and and cut the time
compliance teams

to assess risk

Reduced cost
and time to meet ¢

g

security
requirements by

Source: Security Compass
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Setting the culture



Best Practices for Delivery
Teams engagement

e Securityin sprint
° in phases

e (Governance
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Active poll

Do your project teams have someone responsible for security?

Yes, consistently

@ 0%

Sometimes

@ 0%

No
@ 0%
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Creating a culture of accountability

° teams, dont just enforce
policies

e Talkabout , not just
risks

° security wins

!
%
(%

| Process |
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Action Plan



A COMMUNICATIONY
PLAN

Involve Integrate Communicate
security early  continuously clearly and often



Questions?

in linkedin.com/in/katherineisaacmba/

THANK YOU
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